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VMware

VMware is a global leader in cloud computing and virtualization technology, providing a wide range of software solutions
that enable organizations to build, run, manage, connect, and protect applications across clouds and devices. Its core
technology, the hypervisor, allows multiple virtual machines to run on a single physical server, optimizing resource
utilization and operational efficiency.

Before looking at documentation for specific data sources, review the Splunk Help information on general data ingestion
for Splunk Enterprise, Splunk Cloud Platform or Splunk Observability Cloud.
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VMware vCenter Server is a
centralized management application
for the VMware vSphere
environment, enabling
administrators to manage virtual
machines, hosts, and other
infrastructure components from a
single console. It generates logs
related to tasks, events, alarms, and
performance data, which are n n
essential for monitoring, n n
troubleshooting, and maintaining the n
virtual infrastructure. n H
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and hardware status, which are i i
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critical for monitoring the stability
and performance of the virtualized
environment.
' VMware Carbon Black i SPlunkplatiorm
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VMware Carbon Black Cloud is a cloud
cloud-native endpoint protection ’ Iéc;u\c/jMware Carbon Black
platform (EPP) that unifies endpoint - UMware Carbon Black Cloud
: detection and response (EDR), i i i
next-generation antivirus (NGAV),
and managed detection and
response (MDR) capabilities. It
provides advanced threat
prevention, behavioral analysis, and
continuous visibility to protect
against modern cyberattacks.

VMware Carbon Black Splunk platform
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is an on-premises solution that " i
provides continuous recording of " i
endpoint activity to enable security it
teams to hunt for threats, investigate i i
incidents, and respond quickly to i
attacks. It offers deep visibility into i
endpoint events, making it easier to :
identify and remediate malicious i }
behavior. i i
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